
 

      
 

 

 

 

 

 

 
 

 
 
11/15/2022 
 
Honorable Andrew Joyce, Chairman 
Albany County Legislature 
112 State Street, Room 710 
Albany, New York 12207 
 
Dear Chairman Joyce: 
 
The Department of Management and Budget, through the Division of Information Services, is requesting 
legislative authorization to enter into an intergovernmental agreement with New York State to provide Albany 
County with endpoint detection response (EDR) software for cybersecurity monitoring at no cost. Endpoint 
detection and response technology is used to protect computers, servers and other devices by monitoring cyber-
threats in real time. For example, the technology could detect a workstation computer or laptop that has been 
compromised by ransomware and isolate it, allowing the Division of Information Services to track and address 
any issues. 
 
The EDR solution is made possible through Governor Hochul’s efforts to provide centralized cyber-security 
resources and shared services to local governments. Additionally, the software provider, CrowdStrike, will work 
directly with the Division of Information Services to deploy the EDR solution within the County’s environment and 
provide training to the County. Networks under the purview of the Albany County Sheriff’s Office are not 
considered in this agreement. The initial term of the intergovernmental agreement shall be for a period of three 
(3) years beginning on the effective date of 1/1/2023, and will be automatically renewed for additional twelve (12) 
month terms based upon approval of funding in the State budget and approval of the New York State Office of 
the State Comptroller. If funding for this initiative is not appropriated in a State budget, the IA shall terminate with 
ninety (90) days prior notice.  
 
Should you have any questions, please don’t hesitate to contact me. 
 
Sincerely, 
 
 
 
M. David Reilly, Jr 
Commissioner, Management & Budget 
 
cc:   Hon. Dennis A. Feeney, Majority Leader  

Hon. Frank A. Mauriello, Minority Leader 
Rebekah Kennedy, Majority Counsel 
Arnis Zilgme, Minority Counsel  

 
 

DANIEL P. MCCOY 
COUNTY EXECUTIVE 

COUNTY OF ALBANY 
DEPARTMENT OF MANAGEMENT AND BUDGET 

112 STATE STREET, SUITE 1200 

ALBANY, NEW YORK 12207 
OFFICE:  (518) 447-5525 

FAX:  (518) 447-5589 

www.albanycounty.com 

 

       M. DAVID REILLY, JR 
        COMMISSIONER  

 
 
 

       PATRICK ALDERSON 
       DEPUTY COMMISSIONER  
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County of Albany

Legislation Text

Harold L. Joyce
Albany County Office

Building
112 State Street - Albany,

NY 12207

File #: TMP-3823, Version: 1

REQUEST FOR LEGISLATIVE ACTION

Description (e.g., Contract Authorization for Information Services):
Intergovernmental Agreement for the Provision of Endpoint Detection and Response (EDR)
Cybersecurity Monitoring Services between New York State and Albany County

Date: 11/15/2022

Submitted By: Patrick Alderson

Department: Management & Budget

Title: Deputy Commissioner

Phone: 518-447-5525

Department Rep.

Attending Meeting: Dave Reilly or Patrick Alderson or Andrew Bellinger

Purpose of Request:

☐ Adopting of Local Law

☐ Amendment of Prior Legislation

☐ Approval/Adoption of Plan/Procedure

☐ Bond Approval

☐ Budget Amendment
☒ Contract Authorization

☐ Countywide Services

☐ Environmental Impact/SEQR

☐ Home Rule Request

☐ Property Conveyance
☒ Other: (state if not listed) Intergovernmental Agreement

CONCERNING BUDGET AMENDMENTS

Increase/decrease category (choose all that apply):

☐ Contractual

☐ Equipment

☐ Fringe

☐ Personnel
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File #: TMP-3823, Version: 1

☐ Personnel Non-Individual

☐ Revenue

Increase Account/Line No.: Click or tap here to enter text.
Source of Funds: Click or tap here to enter text.
Title Change: Click or tap here to enter text.

CONCERNING CONTRACT AUTHORIZATIONS

Type of Contract:
☐ Change Order/Contract Amendment

☐ Purchase (Equipment/Supplies)

☐ Lease (Equipment/Supplies)

☐ Requirements

☐ Professional Services

☐ Education/Training

☐ Grant
 Choose an item.
Submission Date Deadline Click or tap to enter a date.

☐ Settlement of a Claim
☐ Release of Liability
☒ Other: (state if not listed) Intergovernmental Agreement

Contract Terms/Conditions:

Party (Name/address):
NYS Office of Information Technology Services
Division of Legal Affairs
Empire State Plaza, PO Box 2062 Albany, NY 12220-0062
Attn: Chief General Counsel
Email: its.sm.dla@its.ny.gov

Additional Parties (Names/addresses):
NYS Division of Homeland Security and Emergency Services
Cyber Incident Response Team
1220 Washington Ave, Bldg 7A
Albany, NY 12226
Attn: CIRT Director
Email: CIRT@dhses.ny.gov <mailto:CIRT@dhses.ny.gov>

NYS Division of Homeland Security and Emergency Services
Office of Counsel
1220 Washington Ave, Bldg 7A
Albany, NY 12226
Attn: Deputy Counsel
Email: thomas.mccarren@dhses.ny.gov
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File #: TMP-3823, Version: 1

Amount/Raise Schedule/Fee: $0

Scope of Services: The purpose of this Intergovernmental Agreement is to allow

Participating Entities to access EDR software for better proactive security collaboration on threat intelligence amongst
New York State and political subdivisions of the State. Taking advantage of economies of scale and the State’s purchasing
power, the State has arranged for the Participating Entity to receive EDR software at no cost. Additionally, as part of that
arrangement, the software provider or its affiliates will work directly with the Participating Entity to deploy the EDR
solution within the Participating Entity’s environment and provide training to assist the Participating Entity with using
the EDR software.

Bond Res. No.: Click or tap here to enter text.
Date of Adoption: Click or tap here to enter text.

CONCERNING ALL REQUESTS

Mandated Program/Service:  Yes ☐ No ☒
If Mandated Cite Authority:  Click or tap here to enter text.

Is there a Fiscal Impact:  Yes ☐ No ☒

Anticipated in Current Budget:  Yes ☐ No ☒

County Budget Accounts:
Revenue Account and Line:  Click or tap here to enter text.
Revenue Amount:  Click or tap here to enter text.

Appropriation Account and Line:  Click or tap here to enter text.
Appropriation Amount:  Click or tap here to enter text.

Source of Funding - (Percentages)
Federal: Click or tap here to enter text.
State: Click or tap here to enter text.
County: Click or tap here to enter text.
Local: Click or tap here to enter text.

Term
Term: (Start and end date) 1/1/2023-12/31/2025, will be automatically renewed for additional

twelve (12) month terms based upon approval of funding in the State budget and approval of the New York State Office

of the State Comptroller

Length of Contract: 3 years (36 months), will be automatically renewed for additional

twelve (12) month terms based upon approval of funding in the State budget and approval of the New York State Office

of the State Comptroller

Impact on Pending Litigation  Yes ☐ No ☒
If yes, explain:  Click or tap here to enter text.

Previous requests for Identical or Similar Action:
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File #: TMP-3823, Version: 1

Resolution/Law Number: Click or tap here to enter text.
Date of Adoption: Click or tap here to enter text.

Justification: (state briefly why legislative action is requested)
The Department of Management and Budget, through the Division of Information Services, is requesting legislative
authorization to enter into an intergovernmental agreement with New York State to provide Albany County with
endpoint detection response (EDR) software for cybersecurity monitoring at no cost. Endpoint detection and response
technology is used to protect computers, servers and other devices by monitoring cyber-threats in real time. For
example, the technology could detect a workstation computer or laptop that has been compromised by ransomware
and isolate it, allowing the Division of Information Services to track and address any issues.

The EDR solution is made possible through Governor Hochul’s efforts to provide centralized cyber-security resources and
shared services to local governments. Additionally, the software provider, CrowdStrike, will work directly with the
Division of Information Services to deploy the EDR solution within the County’s environment and provide training to the
County. Networks under the purview of the Albany County Sheriff’s Office are not considered in this agreement. The
initial term of the intergovernmental agreement shall be for a period of three (3) years beginning on the effective date of
1/1/2023, and will be automatically renewed for additional twelve (12) month terms based upon approval of funding in
the State budget and approval of the New York State Office of the State Comptroller. If funding for this initiative is not
appropriated in a State budget, the IA shall terminate with ninety (90) days prior notice. There is no cost to Albany

County for this software.

County of Albany Printed on 11/15/2022Page 4 of 4

powered by Legistar™ 4

http://www.legistar.com/


NYS ITS, NYS DHSES and 
Contract 1 

This Intergovernmental Agreement (“IA”) is entered into by and among the New York State Office of Information 
Technology Services (“ITS”), the New York State Division of Homeland Security and Emergency Services (“DHSES”), 
ITS and DHSES collectively referred to herein as the “State,” and the entity identified on the signature page of this IA 
which is a political subdivision, municipal corporation, or public authority as defined by the laws of the State of New 
York (“Participating Entity”). By entering into this IA, the Participating Entity acknowledges that it has the legal 
authority to enter into this IA and that the individual executing this IA has been duly authorized to execute the IA. 
Each party to this IA is referred to individually as a "Party" and collectively as the "Parties." 

WHEREAS, ITS is responsible for protecting New York State Government’s cyber security infrastructure and does 
so by employing a multi-faceted approach that includes coordinating policies, standards and programs on cyber 
security across the State, partnering with State agencies and law enforcement, monitoring the State’s technology 
assets and responding to abnormalities and threats to their systems; and 

WHEREAS, DHSES is responsible for working with federal, state, local and private entities to protect the State's 
critical infrastructure from cyber threats and vulnerabilities and to coordinate and facilitate information and intelligence 
sharing amongst these entities to assist in the early identification of and response to natural and man-made disasters; 
and 

WHEREAS, the Participating Entity provides vital services to residents of New York State and within its jurisdictional 
boundaries; and 

WHEREAS, the Parties remain committed to ensuring the safety of their respective critical infrastructure by investing 
in strategic collaborations and technology for strengthening cyber security and resiliency in the face of evolving 
threats; and 

WHEREAS, the Parties recognize that deployment and use Endpoint Detection and Response (EDR) software, and 
rapid information sharing are foundational components of a sound cybersecurity program; and 

WHEREAS, increasingly sophisticated cyber-attacks on governmental entities as well as unauthorized access to 
their systems may compromise the security and integrity of government data, disrupt operations and services and 
damage critical infrastructure, thereby risking the health and welfare of the public; and 

WHEREAS, the State and the City of New York in an intergovernmental and collaborative effort to enhance and 
leverage their cyber defense capabilities, developed the New York Joint Security Operations Center (“JSOC”) to 
share information, gain an unprecedented level of visibility into potential threats across the State, and increase 
efficiency in detecting and responding to cybersecurity events and incidents (the “JSOC Initiative”); and 

WHEREAS, the JSOC Initiative, a one-of-a-kind cooperative approach between state and local government, enables 
each of the Parties to augment their capabilities to better protect sensitive, personal and/or private information and 
data as well as public health and safety. 

NOW THEREFORE, in consideration of the foregoing, the Parties hereby agree as follows: 

INTERGOVERNMENTAL AGREEMENT FOR THE PROVISION OF ENDPOINT PROTECTION AND 
RESPONSE SERVICES 

BETWEEN 

THE NEW YORK STATE OFFICE OF INFORMATION TECHNOLOGY SERVICES, 

THE NEW YORK STATE DIVISION OF HOMELAND SECURITY AND EMERGENCY SERVICES 

AND 
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NYS ITS, NYS DHSES and 
Contract 2 

 

1. PURPOSE AND BENEFITS 
 

The purpose of this Intergovernmental Agreement is to allow Participating Entities to access EDR software for better 
proactive security collaboration on threat intelligence amongst New York State and political subdivisions of the State. 

 
Taking advantage of economies of scale and the State’s purchasing power, the State has arranged for the 
Participating Entity to receive EDR software at no cost. Additionally, as part of that arrangement, the software provider 
or its affiliates will work directly with the Participating Entity to deploy the EDR solution within the Participating Entity’s 
environment and provide training to assist the Participating Entity with using the EDR software. 

 
2. DEFINITIONS 

 
“Confidential Information” means any non-public information that a Party (“Disclosing Party”), regardless of form 
or medium of disclosure (e.g., verbal, hard copy, or electronic) or source of information (e.g., ITS, other state 
agencies, electronic systems, federal government, or third-party contractors) provides to the other Party or Parties, 
its agents, employees, officers, partners, or subcontractors (“Recipient”) or which the Recipient obtains, discovers, 
derives, or otherwise becomes aware of as a result of performance of this IA. 

 
“Cyber Information” means information owned or derived by a Party relating to cyber intelligence, indicators of 
compromise, indicators of cyber threat, cyber security investigative information, defensive measures being taken 
during an ongoing or imminent threat, and other such information relating to cyber security. 

 
“EDR software data” means data derived from an endpoint security solution that continuously monitors endpoint 
devices to detect and respond to cyber security incidents that is shared through the software provider to the JSOC. 

 
“Security Incident” means a cyber event that a Party believes has compromised or may compromise the security, 
confidentiality, availability or integrity of its data, systems, networks, or other information technology related assets. 

 
“Affected Party” means a Party that is affected by a Security Incident. 

 
3. INTERGOVERNMENTAL AGREEMENT 

 
The IA between the Parties consists of the following documents listed below in the following order of precedence: 

 
a. Appendix A – Standard Clauses for All New York State Contracts 
b. This IA document setting forth the final agreement between the Parties, including all attachments, 

appendices, and exhibits contained herein. 
 

4. SERVICES 
a. Obligations of the State: 

i. Facilitate and cover the cost of licensing for Endpoint Detection and Response (EDR) software 
for Participating Entity endpoints. The EDR software will be provided to the Participating Entity 
directly from the software provider. 

ii. Provide services, as selected by the Participating Entity, as described in Attachment A. 
b. Obligations of the Participating Entity: 

i. Participating Entity will be responsible for providing a technical lead with access to deploy the 
EDR software on end points and sufficient IT staff to facilitate the deployment of this software in 
their environment. 

ii. Participating Entity agrees to abide by the EDR software provider’s terms and conditions as 
agreed to between the State and the EDR software provider regarding use of the software and 
agrees to remain solely responsible for its use and configuration of the EDR software. 

iii. Participating Entity agrees to maintain and update the EDR software on their systems, including 
working with the EDR software provider directly to address any issues that arise from the 
software. 

iv. Participating Entity agrees that the EDR software will be configured to provide alerts to the JSOC 
to contribute to the creation and monitoring of a statewide view of cybersecurity threats. 

v. Participating Entity agrees to provide JSOC a list of contacts and contact information for 
notification in the event of alerts or other information related to the service. Participating Entity 
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agrees to provide updates to the list as needed. 
vi. Participating Entity agrees to promptly notify all relevant entities, including but not limited to third- 

party system owners, of the State’s activities and secure all necessary approvals, authorizations, 
or waivers in a timely fashion. Participating Entity will bear the full responsibility for all costs for 
obtaining such approvals, authorizations, or waivers, and any liability that results from the failure 
to secure, necessary approvals, authorizations or waivers, and for any damage to third parties 
arising out of or related to the products and services provided and/or performed by the State 
pursuant to this Section 4, including any intentional or negligent act or omission. 

 
5. CONSIDERATION 

 
The State agrees to provide the EDR software to the Participating Entity at no cost in exchange for the Participating 
Entity’s agreement to share the EDR software data with the JSOC to increase the State’s visibility of the cyber threat 
landscape across the various state entities and political subdivisions, which will enhance the State’s ability to quickly 
and more accurately respond to cybersecurity threats. 

 
6. TERM 

 
The initial term of the IA shall be for a period of three (3) years beginning on the effective date and will be automatically 
renewed for additional twelve (12) month terms based upon approval of funding in the State budget and approval of 
the New York State Office of the State Comptroller, if applicable The Parties agree that should funding for this 
initiative not be appropriated in a State budget, the IA shall terminate with ninety (90) days prior notice required. The 
effective date of this IA shall be the date of approval of the IA by the New York State Office of the State Comptroller, 
if applicable, otherwise, this IA shall be effective as of the date of the later signature of this IA. 

 
7. TERMINATION 

 
a. For Convenience 

 
Each Party retains the right to cancel the IA without cause and without penalty, provided that at least ninety 
(90) calendar days’ notice of the Party’s intent to cancel is given. This provision should not be understood 
as waiving a Party’s right to terminate the IA for cause or stop work immediately for unsatisfactory work, but 
is supplementary to that provision. 

 
b. For Cause 

 
For any material breach or failure of performance of the IA by a Party, the other Party may provide written 
notice of such breach or failure. A Party may terminate the IA if the other Party does not cure such breach 
or failure within thirty (30) calendar days after the giving of written notice to cure. 

 
No delay or omission to exercise any right, power, or remedy accruing to a Party upon breach or default by 
the other Party under the IA shall impair any such right, power or remedy, or shall be construed as a waiver 
of any such breach or default, or any similar breach or default thereafter occurring nor shall any waiver of a 
single breach or default be deemed a waiver of any subsequent breach or default. All waivers must be in 
writing. 

 
c. Termination Notice 

 
Notices required by this section shall be delivered to the other Party in writing, pursuant to the Notice 
provisions of this IA. 

 
d. Data Migration and Destruction 

 
Upon expiration or termination of this IA, the Parties agree to return each respective Party’s Confidential 
Information and Cyber Information within a period of ninety (90) days following expiration or termination, 
including metadata and attachments, in a mutually agreed upon, commercially standard format. Thereafter, 
except for data required to be maintained by federal, state, and local laws, rules, regulations, ordinances, 
policies, standards, or guidelines or this IA, each Party shall destroy the other Parties’ Confidential 
Information and Cyber Information from its systems and wipe all its data storage devices to eliminate any 

8



NYS ITS, NYS DHSES and 
Contract 4 

 

and all Confidential Information and Cyber Information from its systems. The sanitization process must be in 
compliance the NYS Security Standard, NYS-S13-003, available at 
https://www.its.ny.gov/document/sanitizationsecure-disposal-standard, and other sanitization and disposal 
standards where required by JSOC policy or law. If immediate purging of all data storage components is not 
possible by a Recipient, that Recipient will certify that any Confidential Information or Cyber Information 
remaining in any storage component will be safeguarded to prevent unauthorized disclosures until such 
purging is possible. The non-purging Recipient must then certify to the other Parties, in writing, that it has 
complied with the provisions of this paragraph including providing any supporting documentation as required. 

 
8. WARRANTIES 

 
To the extent permitted by law, there are no other express or implied warranties or conditions, including warranties 
or conditions of merchantability and fitness for a particular purpose. 

 
9. NO PERSONAL LIABILITY 

 
No commissioner, officer, agent, or employee of either Party shall be held personally liable under any provision of 
this IA or because of its execution or attempted execution or because of any breach or alleged breach hereof. 

 
10. THIRD PARTY DATA SHARING 

 
EDR software data received by the JSOC will be accessible by all JSOC personnel from various partner entities, 
including New York State and New York City. All JSOC personnel who may have access to EDR Data, 
Confidential Information and Cyber Information, are subject to a formal background check requirement compliant 
with the FBI’s Criminal Justice Information Services (CJIS) requirements and must take training consistent with the 
State’s federal obligations. In addition to these requirements, vendor partners of these entities who may need 
access to EDR data, Confidential Information, and Cyber Information to assist the JSOC personnel in carrying out 
the services described in this IA, are also subject to certain non-disclosure agreements. The JSOC personnel may 
share anonymized data with participating entities and other entities that enter into cyber information sharing 
agreements with the State. 

 
 

11. CONFIDENTIAL AND CYBER INFORMATION SHARING 
 

a. Confidentiality Obligations. Each Party will: 
i. Hold all Confidential Information and Cyber Information provided by the other Party in strict 

confidence, except as otherwise expressly permitted under this Section 11; 
ii. Not disclose Confidential Information or Cyber Information of the other Party to any third-parties 

except to those who are subject to the same obligations as set forth in this Section 11, or as 
otherwise set forth in this Section 11; 

iii. Not process Confidential Information or Cyber Information of the other Party in any way not 
authorized by this IA; 

iv. Limit reproduction of the other Party’s Confidential Information and Cyber Information to a need 
only basis; 

v. When Confidential Information or Cyber Information is shared, not disclose any Confidential 
Information or Cyber Information that may be used to identify the other Party; 

vi. In the event of an unauthorized or inadvertent use or disclosure of, or access to Confidential 
Information and Cyber Information, shall without unreasonable delay upon discovery that an 
unauthorized disclosure or loss has occurred, notify the other Party in writing and shall ensure a 
proper record of such unauthorized or inadvertent use, disclosure or access is kept and 
immediately provided to the other Party. The Parties shall also assist in any subsequent 
investigation of the unauthorized or inadvertent use, disclosure or access and mitigate any 
possible resulting damages of same. A record required under this provision shall include, at a 
minimum, the following: 

a. Date of the unauthorized use or inadvertent disclosure; 
b. Name of the recipient of the unauthorized use or inadvertent disclosure; 
c. Address of the recipient of the unauthorized use or inadvertent disclosure, if known; 
d. Brief description of the Confidential Information or the Cyber Information used or 

disclosed; 
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e. Any remedial measures taken to retrieve or otherwise repossess such Confidential 
Information or Cyber Information; and 

f. All other details required or necessary for the Party disclosing the Confidential 
Information or Cyber Information to know when and how such unauthorized disclosure 
was made and what mitigating steps are being undertaken or recommended to remedy. 

vii. Take steps to avoid publication or dissemination of the Confidential Information and Cyber 
Information using at least the same degree of care as the Parties would use with respect to their 
own Confidential Information and Cyber Information; and 

viii. At all times, have the right to request reasonable further assurances that the foregoing 
restrictions and protections concerning Confidential Information and Cyber Information are being 
observed, and the Party receiving the request must promptly provide the assurances. 

b. Exceptions Allowing Parties to Disclose Certain Confidential Information and Cyber Information 
i. The confidentiality obligations in this Section 11 do not apply to the extent that the Party receiving 

the Confidential Information or Cyber Information can demonstrate or establish by written 
evidence that: (1) the Confidential Information or Cyber Information became part of the public 
domain other than through actions that constitute a breach of this IA or fault on the part of 
Recipient; (2) the Confidential Information or Cyber Information was lawfully obtained by 
Recipient from a source other than the Disclosing Party free of any obligation to keep it 
confidential; (3) Recipient developed such information independently of and without reference to 
any Confidential Information or Cyber Information of the Disclosing Party (Recipient shall bear 
the burden of proving such independent development); (4) the Disclosing Party expressly 
authorized disclosure of the Confidential Information or Cyber Information; (5) the Confidential 
Information or Cyber Information is required to be disclosed pursuant to law, regulation, judicial 
or administrative order, or request by a governmental or other entity authorized by law to make 
such request; provided, however, that Recipient shall comply with Section 11(b)(iii)(3) 
(Disclosure if Legally Compelled) below; (6) the Disclosing Party, in its sole discretion, agrees 
that the Confidential Information or Cyber Information has been anonymized to remove personal 
identifying information or information not otherwise disclosable under existing law; or (7) it is a 
third party as described in Section 10 above for which sharing Confidential Information or Cyber 
Information is necessary to provide JSOC services. Recipient will bear the burden of proving any 
of the foregoing conditions exist. 

ii. Notwithstanding the provisions of Section 11(a) herein and where written notice is provided to the 
Party disclosing the Confidential Information or Cyber Information, the Recipient may disclose 
Confidential Information or Cyber Information to their third-party representatives who have a 
legitimate business need to know or use such Confidential Information or Cyber Information for 
purposes of aiding in cyber security activities, provided that such third-party representative (1) is 
advised by the Party disclosing the Confidential Information or Cyber Information of the sensitive 
and confidential nature of such Confidential Information or Cyber Information; and (2) agrees to 
comply with the provisions of this IA as if they were a Party. 

iii. Disclosure if Legally Compelled 
1. Notwithstanding anything herein, in the event that a Party receives notice that it has, will, 

or may become compelled, pursuant to applicable law, regulation, or legal process to 
disclose any Confidential Information or Cyber Information (whether by receipt of oral 
questions, interrogatories, requests for Confidential Information or Cyber Information or 
documents in legal proceedings, Freedom of Information Law ("FOIL") requests, 
subpoenas, civil investigative demands, other similar processes, or otherwise), that 
Party shall, except to the extent prohibited by law, within two (2) business days of receipt 
of such notice, notify the other Party, orally and in writing, of the pending or threatened 
compulsion. In performing their obligations and exchanging information under this IA the 
Parties are acting in their common interests, each Party will maintain and support the 
attorney-client and work product privilege if asserted by the other Party. 

2. To the extent permitted by law, the Parties will coordinate and cooperate with each other 
in advance of any disclosure, in order to undertake any lawfully permissible steps to 
reduce and/or minimize the extent of Confidential Information or Cyber Information that 
must be disclosed. 

3. To the extent permitted by law, the Parties will have the right to seek an appropriate 
protective order or other remedy reducing and/or minimizing the extent of Confidential 
Information or Cyber Information that must be disclosed. 
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4. Upon determination that Confidential Information or Cyber Information must be disclosed 
pursuant to this section, the Party receiving the request and its third-party 
representatives shall disclose only such Confidential Information or Cyber Information 
that they are legally required to disclose in order to comply with such applicable law or 
regulation or legal process (as may be affected by any protective order or other remedy 
obtained by a Party). The Party and its third-party representatives shall use all 
reasonable efforts to ensure that all Confidential Information or Cyber Information that is 
so disclosed will be accorded confidential treatment. 

c. Security 
i. The Parties shall store Confidential Information and Cyber Information in a secure fashion at a 

secure location that is not accessible to any person or entity not authorized to receive the 
Confidential Information or Cyber Information under the provisions of this IA; 

ii. Temporary Suspension of Obligations. At any time, a Party may suspend performance of one 
or more of its obligations under this IA without terminating in the event of an actual or suspected 
Security Incident or a security breach of a third-party that may affect the suspending Party. The 
suspending Party will provide notice of the suspension as soon as practicable under the 
circumstances. Notwithstanding the foregoing, unless legally compelled without the possibility of 
contractual waiver, this Section 11(c)(ii) will not apply to Sections 11(a) and 16 of this IA. 

 
12. NO THIRD-PARTY RIGHTS 

 
Nothing in the IA shall create or give to third parties any claim or right of action against the Participating Entity or the 
State beyond such as may legally exist irrespective of the IA. 

 
13. NOTICES 

 
a. All notices permitted or required hereunder shall be in writing and shall be transmitted either: 

 
i. Via certified or registered United States mail, return receipt requested; 
ii. By facsimile transmission; 
iii. By personal delivery; 
iv. By expedited delivery service; or 
v. By email. 

 
Such notices shall be addressed as follows or to such different addresses as the parties may from time- 
to-time designate: 

 
ITS: 

 
NYS Office of Information Technology Services     
Division of Legal Affairs  
Empire State Plaza, PO Box 2062 Albany, NY 12220-0062   
Attn: Chief General Counsel     
Email: its.sm.dla@its.ny.gov    

 
DHSES: 

 
NYS Division of Homeland Security and Emergency Services   
Cyber Incident Response Team   
1220 Washington Ave, Bldg 7A   
Albany, NY 12226   
Attn: CIRT Director   
Email: CIRT@dhses.ny.gov   
   
 
 
 
 
 
 

11

mailto:its.sm.dla@its.ny.gov


NYS ITS, NYS DHSES and 
Contract 7 

With a copy to: 

NYS Division of Homeland Security and Emergency Services 
Office of Counsel  
1220 Washington Ave, Bldg 7A  
Albany, NY 12226   
Attn: Deputy Counsel   
Email: thomas.mccarren@dhses.ny.gov    

Name: 
Title: 
Address: 
Telephone Number: 
Facsimile Number: 
E-Mail Address:

b. Any such notice shall be deemed to have been given either at the time of personal delivery or, in the
case of expedited delivery service or certified or register United States mail, as of the date of first
attempted delivery at the address and in the manner provided, or in the case of facsimile transmission or
email, upon receipt.

14. AMENDMENTS

This IA may be amended, modified or superseded, and the terms or conditions hereof may be waived only by a 
written instrument signed by the State and Participating Entity, or in the case of a waiver, the Party waiving 
compliance, and must be approved by the New York State Office of the State Comptroller if applicable. 

15. DISPUTE RESOLUTION

The Parties agree that prior to the commencement of any legal proceeding, the Parties shall, in good faith, attempt 
to resolve any disputes that arise from this IA. The Party commencing a dispute shall do so by submitting a description 
of the dispute in writing to the other Party’s designated single point of contact. The following escalation procedures 
shall be followed: 

a. The Parties designated single points of contact shall attempt to amicably resolve the dispute within ten
(10) business days, or as otherwise agreed to by the Parties.

b. If the Parties designated single points of contact are unable to resolve the dispute, such dispute will be
submitted to the ITS Chief Information Officer, the Commissioner of DHSES, and the Participating Entity’s
chief executive officer for resolution.

16. INDEMNIFICATION

a. Subject to the availability of lawful appropriations, the Participating Entity shall hold the State, its officers,
agents, and employees harmless from and indemnify it for any final judgment of a court of competent
jurisdiction or amounts paid in settlement of a third-party claim to the extent attributable to the negligence
of the Participating Entity or of its officers or employees when acting within the course and scope of their
employment.

b. Subject to the availability of lawful appropriations consistent with Section 8 of the State Court of Claims
Act, the State shall hold the Participating Entity harmless from and indemnify it for any final judgment of
a court of competent jurisdiction or amounts paid in settlement of a third-party claim to the extent
attributable to the negligence of the State or of its officers or employees when acting within the course
and scope of their employment.
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17. GENERAL PROVISION AS TO REMEDIES 
 

The Parties may exercise their respective rights and remedies at any time, in any order, to any extent, and as often 
as deemed advisable, without regard to whether the exercise of one right or remedy precedes, concurs with or 
succeeds the exercise of another. A single or partial exercise of a remedy shall not preclude a further exercise of the 
right or remedy or the exercise of another right or remedy from time to time. No delay or omission in exercising a 
right or remedy, or delay, inaction, or waiver of any event of default, shall exhaust or impair the right or remedy or 
constitute a waiver of, or acquiescence to, an event otherwise constituting a breach or default under the IA. 

 
18. ADDITIONAL REMEDIES 

 
In addition to any other remedies available to the Parties under this IA and state and federal law for the other Party’s 
default, a Party may choose to exercise some or all of the following: 

• Pursue equitable remedies to compel a Party to perform; 
• Require a Party to cure deficient performance or failure to meet any requirements of the IA. 

 
19. INDEPENDENT CONTRACTORS 

 
Nothing in this IA shall be construed to create any partnership, joint venture or agency relationship of any kind. Neither 
Party has any authority under this IA to assume or create any obligations on behalf of or in the name of the other 
Party or to bind the other Party to any contract, agreement or undertaking with any third party. 

 
20. ASSIGNMENT 

 
The State may assign this IA, including all right and responsibilities to any successor NYS entity. The Participating 
Entity will be provided notice of any assignment. The Participating Entity may assign this IA as required by operation 
of law or with the consent of the State, such consent shall not be unreasonably withheld. Such assignment may be 
subject to approval by the New York State Office of the State Comptroller, if applicable. 

 
21. NON-WAIVER 

 
The failure by any Party to insist on performance of any term or condition or to exercise any right or privilege included 
in this IA shall not constitute a waiver of same unless explicitly denominated in writing as a waiver and shall not 
thereafter waive any such term or condition and/or any right or privilege. No waiver by any Party of any breach of any 
term of this IA shall constitute a waiver of any subsequent breach or breaches of such term. 

 
22. ENFORCEABILITY/SECTION  HEADINGS 

 
In the event any clause, or any part or portion of any clause of this IA shall be held to be invalid, void, or otherwise 
unenforceable, such holding shall not affect the remaining part or portions of that clause, or any other clause hereof. 
The section headings in this IA are inserted only as a matter of convenience and for reference and in no way define, 
limit or fully describe the scope or intent of any provision of this IA. 

 
23. JURISDICTION 

 
This IA shall be construed according to the laws of the State of New York, except where the federal supremacy clause 
requires otherwise, and all claims concerning this IA shall be determined in a court of competent jurisdiction in the 
county of the state of New York in which the claim is alleged to have arisen. 

 
24. EXECUTION 

 
By execution, delivery and performance of this IA, each party represents to the other that it has been duly authorized 
by all requisite action on the part of the Participating Entity and the State respectively. This IA constitutes the legal, 
valid, and binding obligation of the Parties hereto. 
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25. JURISDICTION 
 

This IA shall be construed according to the laws of the State of New York, except where the federal supremacy clause 
requires otherwise, and all claims concerning this IA shall be determined in a court of competent jurisdiction in the 
county of the state of New York in which the claim is alleged to have arisen. 

 
26. EXECUTION 

 
By execution, delivery and performance of this IA, each party represents to the other that it has been duly authorized 
by all requisite action on the part of the Participating Entity and the State respectively. This IA constitutes the legal, 
valid, and binding obligation of the Parties hereto. 

 
27. ENTIRE AGREEMENT 

 
This IA represents the entire understanding and agreement between the Participating Entity, ITS, and DHSES with 
respect to the subject matter hereof, and supersedes all other negotiations, understandings and representations (if 
any) made by and between such Parties.
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IN WITNESS WHEREOF, this Contract has been duly executed on the date and year set out below. 

By: 
. 
Name: 

Title: _ 
Date: _, 20 

_ _ 

NYS DIVISION OF HOMELAND SECURITY 
    AND EMERGENCY SERVICES 

_ 

By:  

Name:  

Title:  _ 

Date: _______________________ ,20 

NYS OFFICE OF INFORMATION 
TECHNOLOGY SERVICES

By: 

Name:  

Title: 

Date:  _______________________ , 20 
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CORPORATE ACKNOWLEDGMENT 

STATE OF } 
ss.: 

COUNTY OF _ } 

On  the _  day  of  in  the  year  20  ,  before  me  personally  appeared: 
__, known to me to be the person who executed the foregoing instrument, who, being 

duly  sworn  by  me  did  depose  and  say  that  his/her  place  of  business  is  at 
_ _ _, Town/City of 

 , State of _ ; and 
 of _   , the corporation described in said 

______       ,County of________________________  
further that s/he is the __________________________ 
instrument; that, by authority of the Board of Directors of _  , s/he is authorized to execute the foregoing 
instrument on behalf of __ for purposes set forth therein; and that, pursuant to that authority, s/he 
executed the foregoing instrument in the name of and on behalf of said corporation as the act and deed of said 
corporation. 

_ 
Notary Public 

APPROVED AS TO FORM: 

NYS OFFICE OF THE ATTORNEY GENERAL 

By: 
Title: 
Date: 

APPROVED: 

NYS OFFICE OF THE STATE COMPTROLLER 

By: 
Title: 
Date: 
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All Participating Entities will be provisioned with access to and training for the EDR software vendor’s portal allowing 
the Participating Entity to perform monitoring, analysis, quarantine and containment, and other cyber hygiene 
functions as provided by the EDR software. In addition, the EDR software provides proactive threat hunting twenty-
four hours per day, seven days per week (24x7). The EDR software will also be configured to conduct the first level of 
triage to identify threats, assign a level of importance or urgency to the threat, and deliver alerts and actionable 
notification directly to the Participating Entities thru E-mail. 

A Participating Entity may choose additional levels of service from the JSOC. These levels of service are either: 

1. Off-hours monitoring, and email escalation; or

2. Off-hours monitoring, email escalation, critical escalations, and containment and/or quarantine actions on
impacted endpoints flagged for such by the EDR software. By selecting this option, the Participating Entity
is granting the JSOC the authority to take action per the critical escalation process defined below.

Please indicate level of JSOC service requested; if neither level of service is desired, enter N/A: _ 

Definitions: 

Monitoring: 
Monitoring is JSOC staff reviewing Critical, High, and other Vendor-escalated alerts received from the EDR 
software and conducting further analysis on the host endpoint using available tools (e.g., EDR Portal) to 
further quantify risk and determine if additional actions are required (e.g., escalation, critical escalation, 
containment and quarantine). The terms ‘Critical’ and ‘High’ alerts refer to the vendor’s top two levels of 
automated alert criticality rating. ‘Vendor-escalated’ alerts refers to instances where the vendor escalates 
an alert to the JSOC and/or Participating Entity beyond the vendor’s automated alert criticality rating (e.g., 
Critical, High). 

Escalations: 
Escalation is the process of identifying potential cybersecurity concerns so that appropriate personnel can 
take action to address them. Escalations will be sent via email when the JSOC Team requires action to be 
taken by the Participating Entity in order to validate activity on a host or remediate a host. Examples of when 
an escalation will be sent may include, but would not be limited to: 
• Validating questionable admin activity seen on a host
• Validating application usage
• Not having remote access to a host
• Requests for approval to take additional remediation countermeasures

17
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Critical Escalations: 
During an investigation, where JSOC containment and quarantine actions are required or action need to be 
taken by the Participating Entity, the JSOC Team will call the phone numbers provided in the below order of 
priority. If there is no response from any of the contacts, the JSOC Team will send a Critical Escalation email 
and continue monitoring but not proceed with any countermeasures that are not approved by the Participating 
Entity. The JSOC will begin the escalation process within a reasonable amount time from receipt of the critical 
alert or notification by the EDR software. 

The Critical escalation and containment and quarantine functions will be phased in by the JSOC as it reaches 
operational maturity. Critical escalations may not be available on the Participating Entities’ onboarding date. 
However, the EDR software will provide direct alerting to the Participating Entity irrespective of the JSOC’s 
status. 

Containment and Quarantine: 
JSOC containment and quarantine includes: 
• Containment of hosts identified by the EDR software as a critical risk
• Quarantine or removal of files or artifacts identified by the EDR software as a critical risk
• Recommend recovery actions as needed per incident to address vulnerabilities in infrastructure not
managed by the EDR software

Off-Hours: JSOC Off hours support is Saturday and Sunday all day, and 5PM to 8AM Monday - Friday. 

Escalation priority Points of Contact: Please provide a list in order of priority of the persons the JSOC 
should call when notifying the Participating Entity of a Critical Escalation (the Participating Entity does not 
have to use all the lines below and should add additional lines if necessary): 

1. _ _ 
2. _ _ 
3. _ _ 
4. _ _ 
5. _ 
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

JULY 21, 2022 Albany, NY

Governor Hochul Announces Launch of $30 Million
Shared Services Program to Enhance Cyber Defenses
in Counties Across the State

Counties Now Eligible to Participate in New Shared
Services Program Including Endpoint Detection and
Response Services to Protect Against Malicious
Cyber Activity including Ransomware Attacks

Announcement Builds on Governor Hochul's
Commitment to Providing High Quality, Centralized
Cyber Security Resources to Local Governments

Governor Kathy Hochul today announced the start of New York State's $30 million shared

services program designed to assist counties with cybersecurity for government systems across

the state, including tools to protect against ransomware attacks. Today's announcement

complements the work of the State's recently announced

(https://www.governor.ny.gov/news/governor-hochul-announces-formation-joint-security-

GOVERNOR
KATHY HOCHUL

T E C H N O LO G Y ( / K E Y WO R D S / T E C H N O LO G Y )P U B L I C  SA F E T Y ( / K E Y WO R D S / P U B L I C -

SA F E T Y )

I N F R AST R U C T U R E ( / K E Y WO R D S / I N F R AST R U C T U R E )
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operations-center-oversee-cybersecurity) Joint Security Operations Center in Brooklyn, the

nation's first-of-its-kind cyber command center that houses cybersecurity assets from multiple

levels of government partners under one roof.

"My administration is laser focused on providing cyber security resources for local governments,"

Governor Hochul said. "By launching this new $30 million program, we are bolstering the state's

capabilities to respond to the evolving threat of cyberattacks and strengthening our ability to

protect New York's institutions, infrastructure, citizens and public safety."

“As ransomware attacks become more frequent, it is essential for us to protect sensitive

information at local governments across the state,” said Lieutenant Governor Antonio Delgado.

“The shared services program will provide counties with the assistance and support they need to

enhance their cyber defenses.”

As part of the shared services program, New York's counties and the State's initial JSOC

partners: the Cities of Albany, Buffalo, Syracuse, Rochester, and Yonkers, will be offered

CrowdStrike endpoint detection and response (EDR) services at no cost to them. EDR is a

technology used to protect endpoints, often computers or servers, by monitoring and reacting to

cyber threats in real-time. These services can protect entire networks by detecting and isolating

a compromised endpoint and will enable New York State cyber security teams to effectively

track sophisticated attacks and promptly uncover incidents, as well as triage, validate and

prioritize them, leading to faster and more precise remediation.

The JSOC is taking a centralized approach to managing cyber security risk, as the

interconnected nature of the state's networks and IT programs can lead to an attack spreading

quickly across the state. By opting-in for these services, counties will contribute to enhancing

security of government assets throughout New York State. These services will be provided to

counties, and the cities mentioned above, at no cost to them, thanks to the State's consolidated

licensing and economies of scale. Many local governments currently do not have resources

necessary to protect their systems from cyberattacks and ransomware, including systems which

provide critical services such as healthcare, emergency management, utility services as well as

law enforcement.

State Division of Homeland Security and Emergency Services Commissioner Jackie Bray said,

"We know local governments remain vulnerable to cyberattacks which can cripple critical

systems that New Yorkers rely upon. As part of the Governor's shared services plan, we are now

offering reliable protection services to every county in the state. This is an important step

forward in enhancing our cyber defenses and building out our JSOC partnerships."

New York State Chief Information Officer and Director of the Office of Information Technology

Services Angelo Riddick said, "Since her very first day in office, Governor Hochul has prioritized

doing everything possible to create a more robust cybersecurity posture across all levels of

government. Whether it is shining a bright light on the threats that exist, establishing the Joint
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Security Operations Center, or advancing this shared services initiative to assist local

governments in securing endpoint detection to better defend their own assets, New York State is

clearly all-in when it comes to cybersecurity. With ITS charged by statute with safeguarding the

state's systems and its data, we know the threats are more numerous and more sophisticated

than ever, and we understand the stakes. I commend the Governor for her ongoing and

steadfast commitment to finding real solutions that protect all New Yorkers."

New York State Chief Cyber Officer Colin Ahern said, "Today's announcement is an important

step forward in bolstering our statewide cybersecurity infrastructure. I thank Governor Hochul for

her commitment to leading the nation on cybersecurity and we are excited to partner with our

colleagues in local government on this shared services program strengthening our overall cyber

defenses."

University at Albany's Center for Technology in Government Program Director and Founder

of the NYS City CIO Workgroup Meghan Cook said, "CTG UAlbany has been the hub of IT and

security information sharing among NYS state and local governments for over 25 years and with

the increased attention on building cyber capabilities among county, city, town, and village

leaders, this well-crafted endpoint and secure operations shared service is a welcome and

strategic investment. NYS DHSES and NYS ITS continue to work collaboratively with local

government leaders, matching valuable resources and opportunities and ultimately

strengthening NYS's whole of state approach to cybersecurity. "

New York State Association of Counties Executive Director Stephen Acquario said, "Every day,

local governments across the state face cyber-attacks that can result in hundreds of thousands

of dollars in damages and put critical local services - like public health and safety - in jeopardy.

Every level of government needs to be working together to counter this threat and counties

applaud Governor Hochul for providing local governments with this investment in the state of the

art resources we need to ensure New Yorkers' data is safe and that our local agencies can

provide the services our residents rely on. We look forward to continuing to work with Governor

Hochul and the State Division of Homeland Security and Emergency Services to expand our

understanding of what local governments need to better protect public assets from cyber-

attacks."

New York State Local Government Information Technology Directors Association

(NYSLGITDA) President Paul Lutwak said, "New York State's formation of a Joint Security

Operations Center (JSOC) along with a large investment in cyber defense has the potential to be

a game-changer for counties and municipalities statewide. Most counties can't possibly afford all

of the defense systems needed to protect our networks and data, and no single county can do

what the state can do: Get excellent deals on resources, such as the endpoint antivirus

protection JSOC is purchasing for us; track data and detect trends across the whole state; and

provide an early warning system when cyber threats are imminent. This statewide approach to

cybersecurity makes sense, saves money, and will help us establish a strong defense.
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NYSLGITDA looks forward to working collaboratively with the NYS ITS and the NYS Division of

Homeland Security and Emergency Services to refine this essential service and make it all that it

can be."

CrowdStrike Chief Security Officer and President of Services Shawn Henry said, "The

endpoint continues to expand as an increased area of risk, and CrowdStrike's industry-leading

technology provides teams with actionable intelligence to uncover hidden adversaries, triage

threats faster and decisively remediate cyber incidents. Through the JSOC, cities and counties

across New York State will now be empowered with CrowdStrike's unparalleled technology to

stop threats in their tracks. Our comprehensive platform approach will help to share crucial

intelligence and security data to improve coordination across the state and keep bad actors off

networks for good. We look forward to serving the people of New York as a key partner in the

fight against cyber threats."

The JSOC, announced earlier this year by Governor Hochul, is headquartered in Brooklyn and

staffed by both physical and virtual participants from across the state. The center is designed to

improve defenses by allowing cyber teams to have a centralized viewpoint of threat data,

resulting in better collaboration between government partners on intelligence, response times

and remediation in the event of a cyber incident.

Contact the Governor’s
Press Office

 
Contact us by phone:

Albany: (518) 474 - 8418

New York City: (212) 681 - 4640

 
Contact us by email:

Press.Office@exec.ny.gov

Translations
Arabic Translation
الترجمة إلى العربية

 DOWNLOAD

Bengali Translation
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