FY2024 SHSP/SLETPP Priorities and Associated
Preparedness Objectives Certification Form

In addition to meeting the requisite federal requirements and supporting the broader NYS Homeland
Security Strategy, all Counties/Cities receiving FY2024 State Homeland Security Program (SHSP) funding
must certify compliance with the following Preparedness Objectives. If these objectives have not been
addressed, homeland security funding or other resources must be dedicated to meet compliancein these
areas. DHSES reserves the right to audit compliance and withhold funding until compliance is achieved.

By accepting FY2024 SHSP funding, Albany County/City agrees to:

v Preparedness Objective 1: Ensure the lead law enforcement agency in the County/City maintains

active participation in Counter Terrorism Zone (CTZ) activities, including the Operation Safeguard
Program. The County’s/City’s lead law enforcement agency must attend at least one (1) CTZ
meeting per quarter, support Operation Safeguard related taskings, and participate in Red Team
exercises as requested by DHSES.

v Preparedness Objective 2: Maintain a Citizen Preparedness Coordinator to collaborate Citizen
Preparedness efforts with New York State.

CP Coordinator Name Tricia Bulatao

CP Coordinator Title Director of Public Health Emergency Preparedness & Performance Mgmt

CP Coordinator Organization Albany County Department of Health

CP Coordinator Email Address tricia.bulatao@albanycountyny.gov

CP Coordinator Phone

Number (518) 447-4670

Preparedness Objective 3: Maintain an Information Security Officer (1SO) to coordinate cyber
security efforts with New York State.

150 Name Harit Garg

SO Title
150 Tit Information Security Analyst

ISO Organization
& Albany County Division of Information Services

IS0 Email Address harit.garg@albanycountyny.gov

ISO Phone Number

(518) 447-4960




Preparedness Objective 4A: Maintain participation in the Field Intelligence Officer (FIO) Program
(to ensure information sharing between the New York State Intelligence Center and local law
enforcement within your jurisdiction).

Preparedness Objective 4B: Maintain participation in the Intelligence Liaison Officer (ILO) Program
(to ensure information sharing between the NYSIC and local Fire and Emergency Medical Services
agencies within your jurisdiction).

Preparedness Objective 5A: Develop and maintain a Comprehensive Emergency Management Plan
or basic emergency plan in accordance with Article 2-B of Executive Law. The plan should be
reviewed annually and submitted by December 31 each year to the DHSES Office of Emergency
Management.

Preparedness Objective 5B: Participate in the Emergency Management Certification and Training
(EMC & T) Program, to include the County Chief Elected Official (Tier 1) and the County Emergency
Manager (Tier 2).

Preparedness-Objective 5C: Maintain a County Hazardous Materials Response Plan that is updated
every three years and submitted to the DHSES Office of Fire Prevention and Control.

Preparedness Objective 6: Participate in updates to the County Emergency Preparedness
Assessment (CEPA) process every three years or as otherwise directed by DHSES.

As the Chief Executive Officer, | hereby certify that Albany County/City
will comply with the Preparedness Objectives outlined above.

Name:
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Signature: Da/-% 70 e OO,,// Date: CQ/IZ/Z(‘{

S |



NYS SHSP/SLETPP Priorities and Preparedness Objectives

A: Engagement with NYS SHSP/SLETPP Priorities and Preparedness Objectives - NYS has identified a series of specific priorities for the FY2024 SHSP/SLETPP grants. All sub-
recipients are highly encouraged to engage these priorities, where it is appropriate to do so, with their project investments. Please articulate how your proposed projects will
meet the following NYS Priorities. For any NYS Priorities that your application will not directly address, please describe how you are doing so through compliance with the NYS
Preparedness Objectives and/or with alternative funding streams (e.g. a targeted grant) or local revenues.

Priority #1 - Advancement of Regional Partnerships: DHSES continues to promote the
advancement of multi-disciplinary, multi-jurisdictional regional partnerships across New
York State. These partnerships allow capabilities to be developed in a coordinated and
cost-effective way. Over the past 10-12 years, effective regional partnerships have been
developed in a number of different areas, including regional Counter Terrorism Zones
(CTZs), HazMat Partnerships, Interoperable Communications Consortiums, Tactical Team
Partnerships (formalized via Inter-municipal Agreements), Bomb Squad Regional
coordination efforts, etc. Under the FY2024 SHSP/SLETPP grants, support for these (and
other) regional partnerships and programs are strongly encouraged.

Description:

Preparedness Objective #1: Ensure the lead law enforcement agency in the County/City
maintains active participation in Counter Terrorism Zone (CTZ) activities, including the
Operation Safeguard Program. The County’s/City’s lead law enforcement agency must
attend at least one (1) CTZ meeting per quarter, support Operation Safeguard related
taskings, and participate in Red Team exercises as requested by DHSES.

Priority #2 - Maturation of Citizen Preparedness Efforts: The presence of an active,
engaged citizenry is a critical component of the State’s preparedness posture. While
several jurisdictions in the State have developed innovative citizen preparedness
programs, the CEPA Program (along with other capability assessments) has found that
this remains one of the lowest rated capabilities across the State. Under Governor
Cuomo’s leadership, the State has worked to address this issue through the State’s
Citizen Preparedness Corps Program, however, there is still additional work that local
jurisdictions can do, building on and in support of existing models in the State. SHSP
funds can be used for a variety of Citizen Preparedness projects, including the
development (or sustainment) of citizen preparedness campaigns, training/outreach
efforts involving Citizen Corps Councils and Community Emergency Response Teams,
and for citizen preparedness kits and supplies.

In March of 2008, the mayors of the Cities of Schenectady,
Albany and Troy met together with their chief executive
counterparts from the counties of Schenectady, Albany and
Rensselaer. At that meeting, it was decided that the initial
governing body of the Capital Region (NY) Urban Area Working
Group (UAWG) would consist of the CEO'’s of the six
jurisdictions, or their designees. It was agreed that decisions
would be made by consensus, which was defined essentially,
as unanimity. This simple mechanism was not further refined,
as the focus became the rapid development of strategy, project
budgets, and investment justifications. Each of these
milestones was reached with the ad hoc structure created in
March 2008. These achievements have been widely viewed as
an unprecedented example of inter-municipal cooperation.
Although the Capital Region Urban Area is no longer classified
by FEMA as a Tier Il UASI as of 2011, the partners continue to
work together in a regional approach to prevent, protect,
mitigate, respond to and recover from acts of terrorism and

Description:

Preparedness Objective #2: Maintain a Citizen Preparedness Coordinator to collaborate
Citizen Preparedness efforts with New York State.

Priority #3 - Development of Effective Cyber Security Programs and Policies: All levels
of government, the private sector, and the general public have been impacted by the
dramatic increase in cyber attacks over the past five years. The proper detection,
interdiction, and remediation of cyber vulnerabilities is critical. Through the CEPA
program, DHSES has found that counties tend to be very concerned about the threat of
cyber attacks, however, their capabilities to prevent and address these attacks are often
underdeveloped. As such, DHSES is emphasizing the importance of cyber security in
the FY2024 SHSP and SLETPP grant programs. Grant funds can be used for cyber
security planning, cyber security enhancement equipment (including encryption
software, malware protection, intrusion/detection prevention systems, and
vulnerability scanning), cyber security training (which may require pre-approval; please
consult with your Program Representative at DHSES); and cyber security exercises.

Albany County’s Department of Health will engage citizens in
preparedness and readiness activities that increase awareness,
skill sets, and links to resources that promote community
resiliency. The project will include maintaining staff to oversee
Public Health Emergency Preparedness planning,
implementation, and evaluation i.e. training, education, and
outreach plan for citizens, Albany County Citizen Corps Council
members, and MRC Unit; and the distribution of supplies to
support community safety and preparedness. These
community-wide efforts allow opportunities for preparedness
training and distribution of preparedness resources. In addition
to the public, events are well attended by both governmental
(including the Sheriff and APD) and non-governmental
partners, which in turn promotes regional relationships before
emergencies happen.

Description:

Preparedness Objective #3: Maintain an Information Security Officer (ISO) to coordinate
cyber security efforts with New York State.

The Albany County Division of Information Services' first project
is to continue managed detection and response (MDR)
cybersecurity as a service for one year. Albany County's
Managed Detection and Response service includes: a fully
managed and hosted security information and event
management (SIEM), concierge cybersecurity team, 1 year log
retention, vulnerability scanning, and a managed intrusion
detection system (IDS). The continuation of these managed
cybersecurity services will aid with the implementation of
essential cybersecurity tools such as threat intelligence,
advanced threat detection and remediation, and vulnerability
management in Albany County. By working with a concierge
cybersecurity team, specific employees from the MDR service
assigned to work with Albany County who have comprehensive
visibility into Albany County's cybersecurity/IT infrastructure,
Albany County's Division of Information Services will get
notified of any potential weaknesses or vulnerabilities within our




Description:

Priority #4 - Enhancement of Law Enforcement Information-Sharing Capabilities: Since | Albany Police Department is seeking to invest in video

9/11, the enhancement of law enforcement information-sharing capabilities has been a surveillance cameras. The placement of crucial video camera
top priority in New York State. The importance of this mission remains unchanged this | Systems will allow law enforcement to be in a position to

year, as jurisdictions are encouraged to sustain and enhance their information-sharing operate more rapidly and with greater confidence in the prSUit
efforts with the New York State Intelligence Center (NYSIC) and their local CTZ. Within | of cases against person responsible for all reported crime.

this area, support for major outreach programs is prioritized, including participation in Several years ago, the City of Albany began to heavily invest in
the Field Intelligence Officer (FIO) Program, and the engagement of Fire/EMS personnel | the overhaul of establishing a complete video surveillance

in information-sharing activities through the Intelligence Liaison Officer (ILO) Program. system platform. Albany County Sheriff's Office is Seeking to
fund licensing and maintenance fees for 30 License Plate
Reader units within Albany County. This allows for the
development of Intelligence Data to be shared with the Capital
Preparedness Objective #4A: Maintain participation in the Field Intelligence Officer Region Crime Infor_matlon C?enter,_v_vhmh Federal, State and
(FIO) Program (to ensure information sharing between the New York State Intelligence Local AnaIyStS aSSIgHEd oIt Addltlonally, both Albany County
Center and local law enforcement within your jurisdiction). anq gity aCtiver participate in FIO, ILO, NYSIC, and CTZ
activities.

Preparedness Objective #4B: Maintain participation in the Intelligence Liaison Officer
(ILO) Program (to ensure information sharing between the NYSIC and local Fire and
Emergency Medical Services agencies within your jurisdiction). All counties are required
to conduct at least six (6) course deliveries during the three-year performance period of
this grant.

Description:
Priority #5 - Continued Coordination of Emergency Management Planning Efforts:

Proper Emergency Management planning provides the foundation for effective
response, recovery, and mitigation activities. Jurisdictions are encouraged to utilize their

grant awards to maintain and update critical plans including Comprehensive Emergency | ,. q
Management Plans (CEMPs), HazMat Response Plans, COOP/COG plans, and Fatality (IndUdan annexes focused on HazMat, COOP/COG, and

Management Plans. Planning gaps identified during your county’s CEPA process can F_ata“ty_ Management) th_at are updated regularly and .
often be addressed by leveraging SHSP (or SLETPP) funding. disseminated to appropriate personnel and partners. The City
and County, along with our regional partners, actively
participate in drills and exercises to test and evaluate our
emergency response plans. Albany County updated its CEPA
with all partners in summer 2022, and will be updating its
multi-jurisdiction, multi-hazard mitigation plan. In an effort to
better respond to increasing climate related threats and
hazards, the County developed a Climate Resiliency Plan at
Preparedness Objective #5B: Participate in the Emergency Management Certification the end of 2022.

and Training (EMC & T) Program, to include the County Chief Elected Official (Tier 1) and
the County Emergency Manager (Tier 2).

Both the City of Albany and the County of Albany have
documented Comprehensive Emergency Management Plans

Preparedness Objective #5A: Develop and maintain a Comprehensive Emergency
Management Plan or basic emergency plan in accordance with Article 2-B of Executive
Law. The plan should be reviewed annually and submitted by December 31 each year to
the DHSES Office of Emergency Management.

Preparedness Objective #5C: Maintain a County Hazardous Materials Response Plan
that is updated every three years and submitted to the DHSES Office of Fire Prevention
and Control.

- . . . . Description:
Priority #6 - Sustainment of Effective Programs and Existing Capabilities: In the last

decade, New York State has effectively leveraged homeland security grant program
funds to build critical programs to enhance our prevention, protection, response,

recovery, and mitigation capabilities. Under the FY2024 SHSP/SLETPP grants, the .. . P
: ) . N conducts annual trainings and exercises to advance capabilities
sustainment and advancement of effective programs is a top priority, in order to ensure

that core capabilities are maintained statewide. Emphasis will be placed on building, to prepare for and respond to pU.b|IC health emergencies.
maintaining, and assessing sustainable programs, rather than simply purchasing Personnel and operational overtime support through SHSP
disparate pieces of equipment. allow these programs to thrive, specifically ones related to
community preparedness and resilience. Additionally, the
County continues to propose cyber security improvements that
SHSP funding sustains (including firewalls, malware protection,
email monitoring, server upgrades, etc.). Homeland Security
funding helps sustain the aforementioned capabilities, as well
as those of our Explosive Detection Canine Teams and HazMat
response Teams, among others. Albany County updated its

Albany County, and by extension the City of Albany, has a
robust public health emergency preparedness program that

Preparedness Objective #6: Participate in updates to the County Emergency
Preparedness Assessment (CEPA) process every three years or as otherwise directed by
DHSES.




Coordination and Integration

A: Stakeholder Participation Summary - To advance the “Whole Community” Approach to Security and Emergency Management as well as integral Collaboration among various
stakeholders within the jurisdictions, sub-recipients must describe in their application for funding how they coordinated with appropriate stakeholders both at the county level of
government as well as with town, village, and city governments within the county to develop their application for FY2024 SHSP/SLETPP funding.

Please select from the boxes below those stakeholders that were involved in the development of your application. In the description box below, please detail how this
coordination occurred (Meetings, Conference Calls, etc.) and what jurisdictions were involved. — Please provide specific details when possible.

Emergency Management |:| Law Enforcement D Fire Service/HazMat |:|
Public Health |:| EMS |:| Local & County Elected Officials |:|
Infi tion Technol Offi IT

(?hic(;rfT:f:r):]ateif)nngf(f)ii\;r icer (IT) / D Educational Institutions |:| Citizen Corp/Volunteer Groups |:|
Public Works |:| Tribal Other (Please Specify in the Description Box)

Description:

Stakeholders, listed above, within the County and City of Albany are solicited by coordinating entities (i.e, Albany Police Dept,
Albany County Sheriff, Albany County Dept of Health, and Albany County Division of Information Service, etc.) to determine their
needs at various touch points throughout the year. Upon release of the HSGP NOFO, a meeting is then held with Capital Region
UAWG partners to discuss allocation of funding and opportunities for collaboration. These meetings include representatives from
the Counties of Albany, Schenectady, and Rensselaer, as well as the Cities of Albany, Schenectady and Troy. The Albany County
Sheriff's Office holds weekly/monthly/quarterly meetings (time frame varies) with its partners in order to maintain an up to date
assessment of the status and needs within Albany County, surrounding communities and their perspective partners.

Law Enforcement Terrorism Prevention Activities (SLETPP Projects)

A: Involvement of Local Law Enforcement (SLETPP projects only)- For State Law Enforcement Terrorism Prevention Program (SLETPP) applications, sub-recipients should
demonstrate how they coordinated with local law enforcement in the development of their FY2024 SLETPP projects (e.g. participation of town and city police departments with a
county sheriff’s office in establishing law enforcement projects).

Description:

The Albany County Sheriff's Office holds weekly/monthly/quarterly meetings (time frame varies) with its partners in order to
maintain an up to date assessment on the status of needs within and surrounding Albany County. Law enforcement partners
include: New York State Police, Albany PD, Colonie PD, Bethlehem PD, Guilderland PD, Cohoes PD, Green Island PD, Watervliet
PD, Coeymans/Ravena PD, Altamont PD as well as other state and federal agencies.
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	Test Box 15: In March of 2008, the mayors of the Cities of Schenectady, Albany and Troy met together with their chief executive counterparts from the counties of Schenectady, Albany and Rensselaer. At that meeting, it was decided that the initial governing body of the Capital Region (NY) Urban Area Working Group (UAWG) would consist of the CEO’s of the six jurisdictions, or their designees. It was agreed that decisions would be made by consensus, which was defined essentially, as unanimity. This simple mechanism was not further refined, as the focus became the rapid development of strategy, project budgets, and investment justifications. Each of these milestones was reached with the ad hoc structure created in March 2008. These achievements have been widely viewed as an unprecedented example of inter-municipal cooperation.
Although the Capital Region Urban Area is no longer classified by FEMA as a Tier II UASI as of 2011, the partners continue to work together in a regional approach to prevent, protect, mitigate, respond to and recover from acts of terrorism and other catastrophic events. Both the City and County of Albany actively participate in multi-disciplinary, multi-jurisdictional preparedness partnerships in the Capital Region and across NYS.
	Text Box 16: Albany County’s Department of Health will engage citizens in preparedness and readiness activities that increase awareness, skill sets, and links to resources that promote community resiliency.  The project will include maintaining staff to oversee Public Health Emergency Preparedness planning, implementation, and evaluation i.e. training, education, and outreach plan for citizens, Albany County Citizen Corps Council members, and MRC Unit; and the distribution of supplies to support community safety and preparedness. These community-wide efforts allow opportunities for preparedness training and distribution of preparedness resources. In addition to the public, events are well attended by both governmental (including the Sheriff and APD) and non-governmental partners, which in turn promotes regional relationships before emergencies happen. 
	Text Box 17: The Albany County Division of Information Services' first project is to continue managed detection and response (MDR) cybersecurity as a service for one year. Albany County's Managed Detection and Response service includes: a fully managed and hosted security information and event management (SIEM), concierge cybersecurity team, 1 year log retention, vulnerability scanning, and a managed intrusion detection system (IDS). The continuation of these managed cybersecurity services will aid with the implementation of essential cybersecurity tools such as threat intelligence, advanced threat detection and remediation, and vulnerability management in Albany County. By working with a concierge cybersecurity team, specific employees from the MDR service assigned to work with Albany County who have comprehensive visibility into Albany County's cybersecurity/IT infrastructure, Albany County's Division of Information Services will get notified of any potential weaknesses or vulnerabilities within our environment that could be exploited by cybercriminals. This notification allows Albany County to take corrective action and continue to develop a comprehensive strategy for defending against ever-increasing cyber threats. Sustaining Managed Detection and Response services ensures Albany County's cybersecurity posture remains proactive and resilient. 
	Text Box 18: Albany Police Department is seeking to invest in video surveillance cameras. The placement of crucial video camera systems will allow law enforcement to be in a position to operate more rapidly and with greater confidence in the pursuit of cases against person responsible for all reported crime. Several years ago, the City of Albany began to heavily invest in the overhaul of establishing a complete video surveillance system platform. Albany County Sheriff's Office is seeking to fund licensing and maintenance fees for 30 License Plate Reader units within Albany County. This  allows for the development of Intelligence Data to be shared with the Capital Region Crime Information Center, which Federal, State and Local Analysts assigned to it. Additionally, both Albany County and City actively participate in FIO, ILO, NYSIC, and CTZ activities.  
	Text Box 19: Both the City of Albany and the County of Albany have documented Comprehensive Emergency Management Plans (including annexes focused on HazMat, COOP/COG, and Fatality Management) that are updated regularly and disseminated to appropriate personnel and partners. The City and County, along with our regional partners, actively participate in drills and exercises to test and evaluate our emergency response plans. Albany County updated its CEPA with all partners in summer 2022, and will be updating its multi-jurisdiction, multi-hazard mitigation plan. In an effort to better respond to increasing climate related threats and hazards, the County  developed a Climate Resiliency Plan at the end of 2022.
	Text Box 20: Albany County, and by extension the City of Albany, has a robust public health emergency preparedness program that conducts annual trainings and exercises to advance capabilities to prepare for and respond to public health emergencies. Personnel and operational overtime support through SHSP allow these programs to thrive, specifically ones related to community preparedness and resilience. Additionally, the County continues to propose cyber security improvements that SHSP funding sustains (including firewalls, malware protection, email monitoring, server upgrades, etc.). Homeland Security funding helps sustain the aforementioned capabilities, as well as those of our Explosive Detection Canine Teams and HazMat response Teams, among others. Albany County updated its CEPA in summer 2022. 
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	Text Box 21: Stakeholders, listed above, within the County and City of Albany are solicited by coordinating entities (i.e, Albany Police Dept, Albany County Sheriff, Albany County Dept of Health, and Albany County Division of Information Service, etc.) to determine their needs at various touch points throughout the year. Upon release of the HSGP NOFO, a meeting is then held with Capital Region UAWG partners to discuss allocation of funding and opportunities for collaboration.  These meetings include representatives from the Counties of Albany, Schenectady, and Rensselaer, as well as the Cities of Albany, Schenectady and Troy. The Albany County Sheriff's Office holds weekly/monthly/quarterly meetings (time frame varies) with its partners in order to maintain an up to date assessment of the status and needs within Albany County, surrounding communities and their perspective partners.
	Text Box22: The Albany County Sheriff's Office holds weekly/monthly/quarterly meetings (time frame varies) with its partners in order to maintain an up to date assessment on the status of needs within and surrounding Albany County. Law enforcement partners include: New York State Police, Albany PD, Colonie PD, Bethlehem PD, Guilderland PD, Cohoes PD, Green Island PD, Watervliet PD, Coeymans/Ravena PD, Altamont PD as well as other state and federal agencies.


